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Editorial

Marko Cepin
University of Ljubljana,
Faculty of Electrical Engineering

‘ Slovenia

The year 2021 started very differentially than previous
years. The world itself, the countries and the people as
the individual members of the society, have not
recovered yet from the pandemic year 2020 and the
battle against COVID-19 continues.

The world will never be the same as it was before and
the new rules and new conditions related to our lives
have shown all the dynamics of the modern world.
Everything has been changing faster and faster and
more and more difficult is to follow all the rules and
conditions which direct our lives in the current time.

Many approaches have been initiated. Some of them
were more, some of them were less effective. Everyone
waits for the better future soon, but its timing is more
and more delayed. The research and the development
in the field of safety and reliability was all the time
faced with the unknown, at least slightly. Now, we face
the unknown in a much greater way.

One of the unknowns of last year was the organization
by ESRA and the International Association for
Probabilistic Safety Assessment and Management
(IAPSAM) of the 30th European Safety and Reliability
Conference and 15th Probabilistic Safety Assessment
and Management Conference (ESREL2020 PSAM15),
due to the travel restrictions that prevented the
participants to meet physically at the originally planned
venue in Venice, Italy.
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Finally, the Conference was held virtually in
November 1-5, 2020 and it was very successful,
despite the unknown unknowns related to the pandemic
situation.

Sincere thanks for this go to the General Chair Enrico
Zio, the Technical Program Chairs Piero Baraldi and
Francesco Di Maio, the Local Organizing Committee
Chairs Michele Compare and Ahmed Shokry, and co-
Chairs Luca Pinciroli and Dario Valcamonico. During
such difficult time of the pandemics, they were the
pioneers of the organization of such an event online,
that has virtually gathered 763 participants. The
content-rich program has offered 10 plenary lectures
by speakers of international excellence, 5 panels, 2
innovation challenges and 11 special sessions. In total,
728 abstracts and papers, selected trough a team of 130
track directors and 233 technical program committee
members, have been collected in the e-proceedings of
the Conference (https://www.esrel2020-psam15.0rg/).
Also, for the first time in the history of this Conference
series, the video-presentations of the works have been
collected and organized in the Conference video-
proceedings, which can be  watched at
https://esrel2020psam15.event-vert.com/.

Given that the Conference had to be postponed due to
the pandemics, there is the smallest time frame before
the next ESREL conference. 31 European Safety and
Reliability Conference will take place in Angers,
France, 19-23 September, 2021. The organizing
committee is working on a hybrid face-to-face and
remote modes that will offer greater flexibility and
resilience to the uncertainties of the pandemic
situation. http://esrel2021.org/en/index.html

We hope to meet you there.

ESRA Chairman, Marko Cepin
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Feature Articles

COVID-19-related work by ESRA
members: Two examples related to
risk science fundamentals

Prof. Terje Aven,
University of Stavanger,
Norway

During one of the panels at the ESREL PSAM
Conference in November, it was suggested to present
works in this Newsletter related to the Coronavirus and
COVID-19, conducted by ESRA members. The
volume of such work is huge, covering a broad variety
of topics and issues. Sharing information about
publications of this type will give us a better overview
of relevant literature and hopefully it could also
stimulate discussions, collaboration, and further work.
In the following I have outlined two papers | have been
involved in about this theme. | hope the present article
will encourage others to send similar contributions to
the ESRA Newsletter.

The first paper | will refer to is co-authored by
Professor Enrico Zio. We discuss global risks and how
risk analysis needs to be enhanced to be effective in
confronting current threats. Considerable work has
been conducted in recent years to develop frameworks
to support the assessment, communication,
management and governance of this type of risk,
building on concepts like systemic risks, complexity
theory, deep uncertainties, resilience engineering,
adaptive management and black swans. Yet it can be
argued that contemporary risk analysis struggles to
provide authoritative societal guidance for adequately
handling these types of risks, as clearly illustrated by
the Coronavirus case. In this paper, the authors reflect
on this situation. Critical challenges in current
frameworks of risk assessment and management are
identified and ways to strengthen these are pointed to,
to be better able to confront threats like the
Coronavirus in the future. A set of principles and
theses are established, which have the potential to
support a common foundation for the many different
scientific perspectives and ‘schools’ currently dealing
with risk handling issues.

The second paper | will refer to is co-authored by
Professor Frederic Bouder. The paper reflects on how
risk science, with its concepts, principles, approaches,
methods and models, can support the actual
assessments, communication and handling of the
vulnerabilities and  risks  related to  the
Coronavirus/Covid-19 pandemic. The authors highlight
the importance of acknowledging uncertainty as a main
component of risk, in order to properly characterize
and communicate risk, as well as to understand the
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difference between professional risk judgements and
risk perception. They also challenge the use of the
commonly referred to phrase that the policies adopted
are science-based, in a situation like this characterized
by fundamental uncertainties about the underlying
phenomena and the effects of possible interventions.
Arguments are provided for a ‘balanced’ use of
precaution, combined with adaptive management and
learning.
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RESS News

Carlos Guedes Soares
Editor-in-Chief RESS
Instituto Superior Técnico,
Universidade de Lisboa

Forty years of Reliability Engineering

The Reliability Engineering Journal was established in
1980 under the leadership of FR Farmer, Imperial
College in London, having thus completed 40 years in
2020. The journal was very much focused on the
operation of plants, looking at the reliability of
components and systems, although being somewhat
broad on the topics addressed such as: the collection
and analysis of failure data; the multiphase relationship
between reliability engineering and risk assessment;
the risk analysis of specific plants, systems or
operations such as transport; failure distributions;
management of reliability; reliability analysis of
structures; human factors in reliability; reliability in
software and reliability statistics. It is interesting to
note that after 40 years, these topics remain relevant for
the Journal and are very much in line with the profile
of the journal as represented by its contents.

The journal started with issues of a few articles and has
grown with time, with a marked increase in 1985,
when two volumes a year started being issued. The
journal kept this pace up to volume 19 published in
1987. In 1988, a step change was undertaken by
changing the Journal name to its present one:
Reliability Engineering and System Safety (RESS),
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although the scope of the Journal did not have a major
change, i.e. the name change was just to reflect better
its contents, as, since the first Editorial, the link
between reliability and safety had been established,
including the identification of the role of risk
assessment. However, the first Editorial reflected the
importance of adding System Safety to the name
reflecting the situation that probabilistic risk
assessment had become an important tool of safety
management. Interestingly, at that time, it was
established that the aim of the Journal should strive for
a balance between academic material and practical
applications. This reflected the engineering nature of
the journal, discouraging submissions that could be
interpreted as academic exercises of more theoretical
nature without practical applications in sight.

With time, the journal has increased in volume, with a
continuing increase in number of submissions and
published articles, in particular in more recent years.
While the Reliability Engineering Journal had an
average of 50 papers per year (1980-1987), RESS
increased the average number of yearly published
papers to 122 in the period 1988-2010 and 270 in the
period of 2011-2020. The increase has been very steep
in the later years, moving from 239 in 2016 to 520 in
2020. At the same time, there has been an increasing
trend of the impact factor, which had a steep increase
from 4.0 in 2019 to 5.0 in 2020.

In 2020, RESS had 38 papers classified as Highly
Cited Papers in the Web of Science. These papers have
a high number of citations in a given period of time,
reflecting thus the intensity of citations, which relate to
both the quality of the paper and to the hot topics of
current research. Among these papers, one can see
keywords such as: critical infrastructures, system
resilience, Bayesian networks, risk concept, importance
sampling, adaptive Kriging, condition-based
maintenance, treatment of uncertainties, uncertainty
quantification, sensitivity indices, importance measure,
adaptive surrogate models and common cause failures.

ESRA News

The International Workshop on
Reliability Engineering and
Computational Intelligence

Coen van Gulijk

Institute of Railway Research,
University of Huddersfield,
United Kingdom
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Elena Zaitseva
University of Zilina,
Slovakia

The International Workshop on Reliability Engineering
and Computational Intelligence (RECI) was organized
by team from University of Zilina (Slovakia) in
cooperation with ESRA. The RECI workshop was held
to discuss the merger of reliability engineering and
computational intelligence and progress in the field.
This Workshop addresses the fusion between two
scientific domains: reliability engineering and
computational intelligence. Reliability engineering is
an established domain that has a very good practical
and scientific background for the analysis of reliability
of systems. Computational intelligence is relatively
new in reliability engineering. But it has been an
equally well established branch of research with many
groups over the world attempting to develop useful
computational intelligence tools in different fields.

The RECI workshop has been held on-line
(https://Ki.fri.uniza.sk/RECI2020 The organization was
carried out by the team from University in Zilina in
cooperation with a partner chair from the Nazyrbaev
University (Kazachstan), which are partners of the
ERASMUS+ project ASeSYRI (https://acesyri.eu/).
The Nazyrbaev University provided the technical
support of this event and the possibility of holding the
lectures and discussions in Zoom. The Workshop was
sponsored and supported by the project ASeSYRI -
Advanced Centre for PhD Students and Young
Researchers in Informatics funded by program
ERASMUS+ and the project New methods
development for reliability analysis of complex system
funded by the Slovak Research and Development
Agency (APVV).

<~ Book of Abstracts of
“*~ the International Workshop on
Reliability Engineering and
Computational Intelligence
75,
Esm Zilina, Slovakia
= {7:AGSYRI = SRDA

The three-day workshop had a very diverse program
including lectures, discussions and poster section. The
core of the workshop was formed by the 7 plenary
lectures on various topics in the field of reliability and
risk analysis. The plenary lectures were represented by
researcher of famous research centres and universities:


https://ki.fri.uniza.sk/RECI2020

- Prof. Coen van Gulijk, Work and Health Technology,
TNO, The Netherlands; University of Huddersfield,
UK; Delft University of Technology, The Netherlands
“Making Reliability Engineering SMARTER with
Computational Intelligence”

- Dr. Nicolae Brinzei, University of Lorraine, France
“System reliability analysis and assessment by means
of graph models issued from Hasse diagram”

- Dr. Miroslav Kvassay, University of Zilina, Slovakia
“Methods of reliability analysis based on logic
differential calculus”

- Prof. Vyacheslav Kharchenko, National Aerospace
University “KhAI”, Ukraine

“Big Accidents and Markov’s Chains Based
Assessment of Safety Critical IT-Systems

- Prof. Frank P.A. Coolen, Durham University, UK
“Quantification of system reliability using the survival
signature”

- Dr. Jan Rabcan, University of Zilina, Slovakia,
“Generation of Structure Function Based on Uncertain
Data by Fuzzy Decision Tree”

- Prof. Antoine Rauzy, University of Science and
Technology, Norway,

“New Challenges and Opportunities in Reliability
Engineering of Complex Technical Systems”

Different presentations and papers of PhD students,
young researchers and University academic staff were
presented in the Workshop. More than 135 participants
took part at four on-line sections where 23
presentations were discussed. More than 20 papers
were presented at the Poster Section. Abstracts of all
plenary lectures, section’s presentation and posters
were included in the RECI workshop’s abstract
proceedings. These proceedings and posters have been
published on RECI workshop web-site with open
access. Some papers of young researchers were
recommended for publications at the open access
Central European RESearch (CERES) Journal. After
the RECI workshop the volume of selected
publications will be published by publisher Springer
under the series Studies in Computational Intelligence.

ESREL 2020 PSAM 15 Conference

Palazzo del Cinema, Venice - Italy
November 1-6, 2020

ESREL 2020 PSAM 15, the 30th European Safety and
Reliability (ESREL) Conference of the European
Safety and Reliability Association (ESRA) and the
15th Probabilistic Safety Assessment and Management
(PSAM) Conference of the International Association of
Probabilistic Safety Assessment and Management
(IAPSAM) has brought together the top experts of the
world in the science and practice of reliability and
safety. It has been a unique World Exposition (a real
"Expo Tech") of scientific methodologies and technical
solutions developed to advance knowledge for the
reliable design and operation of components and
systems, for the prevention and management of risk in
complex systems and critical infrastructures.
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The Conference has been originally planned to be held
in presence in beautiful Venice, Italy, on June 21-26.
Due to the outbreak of the CoViD-19 pandemic, the
Conference had to be postponed to November 1-5, first
in hybrid format and eventually all online, but still
opened in the originally scheduled week of June with a
series of top webinars (Aperitivo at ESREL 2020
PSAM 15) by experts in the field of risk assessment
and reliability engineering: a great success for the
opening event of the longest Conference (June-
November).

The Conference theme has been “Reliability of
Complex Systems, Safety of Critical Infrastructures,
Prevention and Management of Risk”. The theme
remains at the center of attention as the healthy living
of our World of the future, which we are building and
which we will leave to those who follow, depends on
the reliability and safety of the complex systems and
infrastructures upon which it will stand: if we design
and operate them in a way that they are reliable and
safe, then it will, indeed, be a smart and sustainable
world.

The program of the Conference has consisted of 728
abstracts and papers selected through a peer-review
process conducted by more than 130 Track Directors,
who have organized the work of more than 800
reviewers. The program has been enriched by 10
plenary lectures offered by speakers of international
excellence, 5 panels, 11 special sessions and 2
innovation challenges. All the Conference works, that
cover the 55 topics and 31 application areas of the
Conference, have been published in this book of
proceedings and can be open-access downloaded from
the Conference e-proceedings (https://www.esrel2020-
psaml5.org/). Also, for the first time in the history of
this Conference series, the video-presentations of the
works have been collected and organized in the
Conference video-proceedings, which can be watched
at https://esrel2020psam15.event-vert.com/.

We thank all the participants that have supported the
Conference in the difficult times of the pandemic and
made it a quite unique success, the 233 members of the
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Technical Program Committee, the members of the
local organizing committee, who have succeeded in
organizing three Conferences (in presence, hybrid,
online) in emergency and all the reviewers that have
put an extraordinary effort in keeping the quality of the
Conference. We also highly recognize the strong
support by the city of Venice, the region of Veneto, the
Italian government institutions, the Politecnico di
Milano and Mines Paristech universities, and the
partners Beihang University, Cassa Depositi e Prestiti,
Enel, Fincantieri, Huawei, Jensen Hughes, Saipem who
have invested in and contributed to the Conference.

ESREL 2020 PSAM 15 Innovation
Challenges

The technical programme of the ESREL2020-PSAM15
conference has included two innovation challenges,
where teams of students, researchers and industry
professionals have competed in the development of
innovative methods for the technical solutions of the
proposed problems  (https://esrel2020-psam15.org/
innovation.html). The developed methods, the analysis
performed and the results obtained have been evaluated
by the organizers of the innovation challenges and
presented in two dedicated sessions of the conference.

Specifically, a challenge on Prognostics and Health
Management (PHM) in Evolving Environments
(https://esrel2020-psam15.org/Aramis_Challenge.pdf)

has been organized by Dr. Francesco Cannarile and Dr.
Michele  Compare  (Aramis  Srl, Iltaly -
https://aramis3d.com), Prof. Piero Baraldi and Dr. Zhe
Yang (Politecnico di Milano, Italy) and Prof. Enrico
Zio (Aramis Srl, MINES ParisTech, Politecnico di
Milano and Kyung Hee University). This innovation
challenge has dealt with a recurrent difficulty for the
effective application of PHM tools in practice, which is
related to the “evolving environment” that typically
characterizes the operation of industrial systems, due to
deterioration of components and sensors, maintenance
activities, upgrading plans involving new components
and system architectures, and the change in the
operational and environmental conditions. In this
context, the Aramis Data Challenge constitutes a public
benchmark dataset for the problem of fault detection in
evolving environments, which serves to inspire the
interest of numerous researchers to come forward with
their valuable contributions to the field of fault
detection in evolving environments and to show to
industry the potentiality of the available methods for
fault detection in practical. Seven teams from all the
world have participated to the challenge and the best
performance has been achieved by a method based on
an ensemble of robust Support-Vector-Machine (SVM)
classifiers proposed by Dr. Roberto Rocchetta
(Technical University of Eindhoven, The Netherlands).
On November 5th, the best performing methods have
been presented during a session of the conference
attended by more than 100 participants. ESRA has
supported the organization of this innovation challenge
by covering the registration fees of one of the
organizers and has promoted the participation at the
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conference by covering the registration fee of the
developer of the best performing method.

Christian Agrell  Odin Gramstad

BN £

Marco DeAngelis Simen Andreas

Ander Gray

Eldevik Hafver

Organizers and presenters of the ESREL2020 PSAM15
sessions dedicated to the ARAMIS Innovation Challenge on
Prognostic and Health Management in Evolving
Environments (left) and to the NASA Langley UQ
Innovation Challenge on Optimization under Uncertainty

(right)

The innovation challenge on Optimization Under
Uncertainty has been organized by Dr. Luis G. Crespo
and Dr. Sean P. Kenny (NASA Langley Research
Center, USA). It has focused on key aspects of model
calibration, sensitivity analysis, uncertainty reduction,
and reliability-based design in the presence of aleatory
and epistemic uncertainty. The innovation challenge is
inspired by the need of estimating uncertainty and
describing the processes used to obtain uncertainty
estimates when models and simulations are used for
missions involving high-consequence and for safety-
critical systems for which quantitative data is either
very sparse or prohibitively expensive to collect. Nine
teams from all the world have participated to the
challenge and on November 5th the best six performing
teams have presented their works during a dedicated
session of the conference attended by more than 100
participants. ESRA has supported the organization of
this innovation challenge by covering the registration
fees of one of the organizers.

The recording of the two sessions dedicated to the
innovation  challenges can be watched at
https://esrel2020psam15.event-vert.com/  and  the
papers can be open-access downloaded from the
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Conference e-proceedings
psaml5.org/).
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Piero Baraldi, Francesco Di Maio, Enrico Zio
Politecnico di Milano
E-mail: francesco.dimaio@polimi.it

PhD Thesis

PhD Thesis in Safety and Security
of Cyber-Physical Systems

Nelson H. Carreras Guzman
Technical University of
Denmark (DTU) & Norwegian
University of Science and
Technology (NTNU)
Supervisors:

Igor Kozine, Mary Ann
Lundteigen, Josef Oehmen

Modern cyber-physical systems (CPSs) are becoming
vulnerable to new types of accidental and malicious
incidents. The TRITON attack in 2017 demonstrated
how a cyber-attack could exploit the network
connections of an industrial control system, target the
safety-critical components and potentially lead to a
catastrophic explosion. Similar vulnerabilities exist in
other CPS applications such as driverless vehicles and
connected medical devices.  Despite  recent
developments in safety and security analysis, risk
analysts lacked a comprehensive framework to assist
them in the identification and mitigation of complex
scenarios that include multi-stage attacks and
cascading risks.

In October 2020, PhD student Nelson H. Carreras
Guzman submitted his PhD thesis entitled
“Identification of Safety and Security Cascading Risks
in Cyber-Physical Systems”. This PhD thesis was the
result of an alliance double doctorate degree program
between the Technical University of Denmark (DTU)
and the Norwegian University of Science and
Technology (NTNU).

This thesis developed, tested, and validated a novel
safety and security analysis method, coined the
Uncontrolled Flows of Information and Energy (UFol-
E method). The UFol-E method supports risk analysts
in the identification and mitigation of complex risk
scenarios in CPSs that may lead to physical harm.
Using a systems’ engineering approach, the UFol-E
method facilitates the following tasks:
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1 Modelling of complex system dependencies in
CPSs

9 Identification of unintentional and intentional risk
sources from cyber and physical origin

1 Mapping of multi-stage and cascading risks
throughout the layers of the CPS

9 Prevention and mitigation of risks with a layers of
protection<n strategy

From a theoretical perspective, the UFol-E method
offers a novel causation model for safety and security
analysis. The causation model in UFol-E integrates an
array of risk sources (unintentional/intentional) and
system domains (cyber/physical) and recommends a
combination of safety and security barriers for system
protection. For the first time in the accident causation
literature, this causality concept incorporates cyber-
attacks and other cyber risks as the potential causes of
complex scenarios leading to human harm and asset
destruction.

From a practical perspective, the UFol-E method offers
a toolkit to conduct risk analysis in practice. This thesis
tested and validated this toolkit in the safety and
security analysis of real CPSs, including autonomous
surface vessels, a small-scale driverless machinery
prototype, and an industrial control system in the
nuclear sector. The practical toolkit in the UFol-E
method includes two main constituents:

1. The CPS master diagram in a systems’ modelling
framework to represent the complex dependencies
in CPSs, including nested feedback loops and
human-automation dependencies across the layers
of the CPS.

2. The CyPHASS scenario builder is the Cyber-
Physical Harm Analysis for Safety and Security.
This scenario builder leverages an extended bowtie
model to map complex risk scenarios, including
multi-stage cyber-attacks and propagation effects.
Furthermore, CyPHASS offers a database of
checklists built from expert knowledge to guide risk
analysts in a systematic risk identification and
mitigation process.

Despite the benefits of increased connectivity and
automation in CPSs, nowadays software flaws, human-
automation conflicts, and cyber-attacks can lead to
human fatalities and asset damages. To identify and
mitigate these risks, the UFol-E method facilitates a
systematic safety and security analysis to protect
human life, valuable assets, and the natural
environment from CPS risks.

References
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PhD Thesis on Probabilistic
Reliability and Security Risk
Assessment

Qisi Liu

Advisor: Prof. Liudong Xing
University of Massachusetts
Dartmouth,

USA

With advances and globalization of information
technology such as cloud computing and big data,
topics about potential risks with security vulnerabilities
have been brought to the forefront. Considerable
research efforts have been made to estimate security
risks with an unlimited cycle of disclosed
vulnerabilities in the form of threats or attacks and
management strategies to mitigate these risks. On the
other hand, reliability is often considered as one of the
most vital factors that affect functioning of critical
technological systems. Existing works on risk analysis
have mostly focused on either security or reliability,
but not both. In addition, the existing approaches for
quantifying risks are mostly based on simple
multiplications of frequencies and quantitative
consequences of hazard occurrence without (fully)
considering dependencies among the hazards.

In this dissertation research, an integrated framework is
explored for simultaneously and systematically
modeling and quantifying both reliability and security
risks of modern technological systems [1]. Under the
framework, sequential cyber-attacks are modeled
where multiple sequence-dependent hazardous actions
must be performed to launch a successful attack.
Continuous-time Markov chain (CTMC) and semi-
Markov process (SMP) based methods are proposed to
estimate the occurrence probability of a security risk
for systems undergoing the sequential cyber-attack [2].
While the CTMC-based method is limited to the
exponentially distributed state transition time, the
proposed SMP-based approach is applicable to
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analyzing attacks with arbitrary types of transition time
distributions. Both methods are illustrated using case
studies where Trojan attacks in the banking application
are modeled and analyzed.

Another contribution made in this dissertation research
is modeling and analyzing survivability and
vulnerability of a cloud RAID (Redundant Array of
Independent Disks) storage system subject to disk
faults and cyber-attacks. The cloud RAID survivability
is concerned with the system’s ability to function
correctly even under the circumstance of hazardous
behaviors including disk failures and malicious attacks
(Figure 1). The cloud RAID invulnerability is
concerned with the system’s ability to function
correctly while occupying a certain state immune to
malicious attacks. A CTMC-based method is suggested
to perform the time-dependent disk level survivability
and invulnerability analysis and an SMP-based
approach is implemented to analyze the steady-state
disk survivability and invulnerability. Combinatorial
methods are suggested for the cloud RAID system
level analysis, which can accommodate both
homogeneous (based on combinatorics) and
heterogeneous (based on multi-valued decision
diagrams) disks [3]. A detailed case study on a cloud
RAID 5 system is conducted to illustrate the
application of the proposed methods. Impacts of
parameters modeling different attack, recovery and
rescue behaviors on the disk and system survivability
and invulnerability are also investigated.
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Figure 1. Survivability Architecture
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PhD Thesis on Probabilistic
Reliability and Security Risk
Assessment

Lisbet Fjeeran,
University of Stavanger,
Norway

On 28™ January, 2021 Lisbet Fjseran successfully
presented and defended her PhD thesis titled
Contributions to the scientific topics of Risk
Attenuation, Risk Amplification, Trust and Stakeholder

Involvement, at the University of Stavanger, Norway.
The members of the judging committee were Professor
Nick Pidgeon (main opponent), Cardiff University, Dr.
Josephine Adekola, Glasgow Caledonian University
(opponent), and Professor Eirik  Abrahamsen
(administrator), University of Stavanger. Lisbet has
been supervised by Professor Terje Aven, with
Professor Ole Andreas Engen as co-supervisor.

The thesis contributes to the development of new
knowledge related to risk  perception and
communication research, particularly emphasizing the
issues of risk attenuation, amplification, trust and
stakeholder involvement. The developments are built
on and shaped by uncertainty-based perspectives on
risk. The work establishes new knowledge related to
the basic ideas of the Social Amplification of Risk
Framework (SARF). The SARF is a highly recognized
framework in risk research and has been widely used
since it was introduced in 1988. Research from a wide
range of contexts has shown the main thesis of the
framework: that risks and risk events interact with
psychological, social, institutional, and cultural
processes in ways that serve to amplify (increase) or
attenuate (decrease) public perceptions of and
responses to these.

The work conducted as part of the thesis illustrates the
dynamic nature of social risk amplification and
attenuation processes and shows how the concepts
should be understood as two forces constantly in play.
However, depending on which actors and stakeholders
are the mostly active or dominating at different points
of time, the ‘power’ of these forces fluctuates. Based
on these fluctuations, risks can be described as going
through various phases characterized by attenuation or
amplification through their ‘course of life’.

The research emphasizes the early history of risks and
studies practices of the first actors ‘in touch’ with the
risks. Focusing on the scientific risk assessor in risk
development processes, the work attempts at making
visible the less researched and less visible phases
preceding amplification. An important finding in the
work is that the amplification caused by many risks
and risk events, the kind described by much SARF-
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research, to large extent can be seen as a result of
previous risk attenuation. Based on the findings and
insights following from the research, an extension of
the SARF covering phases of attenuation is proposed to
allow for more comprehensive analyses using the
framework.

In addition, the work provides suggestions for how to
avoid risk attenuation, to prevent it from it spreading
and to reduce the associated effects and consequences.
Across the thesis, it is in different ways explored how
this can be achieved using an uncertainty-based risk
perspective as a conceptual platform and point of
departure for the work of those in charge of assessing
risks, but also for those managing risks. It is for
instance shown how this entails approaching distrust
from a different angle than the way it usually is
understood in society. The research challenges the
prevailing idea of trust as an ideal state of affairs and
distrust as the opposite; as a complicating factor and
negative situation. The work presents the complexity of
the trust concept and argues for the importance of
approaching what is commonly labelled distrust as a
potential resource. It shows the value of building
critical trust into risk assessment, management and
communication processes.

The research also shows that different actors and
stakeholders rely on different types of knowledge and
emphasize different aspects of risk when understanding
and making judgments about risk. And, for stakeholder
involvement to be effective a common conceptual basis
for the actors involved is required. It is argued that an
uncertainty-based risk perspective can provide such a
foundation. Not only does it represent a broad
understanding of risk, it also entails an extended
understanding of knowledge allowing increased
integration of stakeholders and their knowledge,
concerns and values in the early framing, assessing and
evaluating of risks.

The thesis is obtainable in pdf-format by sending a
request to: lisbet.fijeran@uis.no.

Calendar of Safety and Reliability
Events

18" International Probabilistic
Workshop — IPW 2020

Covid-19
12-14 May 2021

Guimaraes, Portugal

The 18™ International Probabilistic Workshop
(IPW2020) will take place in September 23-25, 2020,
at University of Minho, Guimardes, Portugal. This
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workshop aims at providing an international forum for
the debate on topics such as the resilience, robustness
and redundancy of infrastructure systems, risk
assessment and management, climate change and
loading  uncertainties, novel  decision-making
frameworks, and many other topics related to the
fundamentals and application of probabilities.
The IPW series was founded in 2003 in Dresden,
Germany, and since then it was hosted by many other
European countries, as Austria, Belgium, the
Netherlands, Poland and the United Kingdom. It has
been a place to bring together experts on different
engineering and science fields, and doctoral students
looking for broad knowledge. Expect a very open and
friendly atmosphere, perfect for knowledge exchange,
discussions and multidisciplinary collaboration.
Conference Co-Chairman:

José C. Matos, University of Minho, Portugal

Paulo B. Lourenco, University of Minho, Portugal

Dirk Proske, Bern University of Applied Sciences,
Switzerland

Conference Venue:

Campus de Azurém, University of Minho, Guimaréaes,
Portugal

Further information:

secretariat@ipw2020.com

The International Conference on
Information and Digital
Technologies 2021 (IDT 2021)

24-26 June, 2021
Zilina, Slovakia

The International Conference IDT'2021 is periodically
event organized at University of Zilina (Slovakia) in
cooperation with European Safety and Reliability
Association and the IEEE Czechoslovakia Section
Reliability Society Chapter. The aim of the Conference
is to bring together researches, developers, teachers
from academy as well as industry working in all areas
of digital technologies. Especially young researchers
and postgraduate PhD students are greatly welcome to
participate in this event. Beside the scientific field,
several cultural and social events are planned for the
enjoyment of the Conference attendees.

Each paper will be evaluated for acceptance by at least
two peer reviewers. Furthermore, paid registration to
the Conference is mandatory for paper acceptance (one
registration per paper). We are going to add the
publication of the full set of accepted papers
tolEEEXplore, Scopus and other scientific repositories.

Special events

-Int. Workshop on Reliability and Safety Technologies
-Int. Workshop on Biomedical Technologies

-Int. Workshop on New Frontier Information Digital
Technology
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Important Dates

Full paper submission (extended): 25 April 2021
Paper acceptance notification: 15 May, 2021
Camera-ready papers: 25 May, 2021

Final program: 10 June, 2021

The Conference web-site http://idt.fri.uniza.sk

Continuing Education Courses

RAM&PHM 4.0:

Advanced methods for Reliability,
Availability, Maintainability, Prognostics and
Health Management of industrial equipment

The 2021 professional one-week training course
organized by Politecnico di Milano (Milan, Italy),
titted “RAM&PHM 4.0: Advanced methods for
Reliability, Availability, Maintainability, Prognostics
and Health Management of industrial equipment” took
place (online, due to COVID restrictions) from January
19 to February 9, 2021. The course was the XXIII
edition of the series. Its goal has been to provide the 38
participants (20 from university/research center and 18
from industry) with advanced methodological
competences, analytical skills and computational tools
necessary to effectively operate in the areas of
reliability, availability, maintainability, diagnostics and
prognostics of industrial equipment. The course
presents advanced analytics to improve safety, increase
efficiency, manage equipment aging and obsolescence,
set up condition-based and predictive maintenance.
Since the beginning, the course has been officially
supported by ESRA and since 2005 official
scholarships have been offered. The 2021 edition of the
course has been supported by ESRA with two
scholarships covering the registration fee. The 2021
scholarships have been offered to two Ph.D students,
one of Universita di Genova (Genova, Italy) and the
other of the Universidad Nacional de Cuyo (Mendoza,
Argentina).

The first part of the course has been devoted to the
presentation of advanced methods for the availability,
reliability and maintainability analysis of complex
systems and for the development of Prognostics and
Health Management (PHM) and Condition-Based
Maintenance (CBM) approaches. In this respect, the
basics of Monte Carlo Simulation, nonlinear regression
and filter models (Artificial Neural Networks, Principal
Component  Analysis, Auto-Associative  Kernel
Regression, Ensemble Systems, Hilbert Huang and
Wavelet transforms) and evolutionary optimization
methods (Genetic Algorithms) have been illustrated. In
the second part of the course, exercise sessions on
Monte Carlo simulation, Artificial Neural Networks
and Genetic Algorithms provided the participants with
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the opportunity of directly applying the methods to
practical case studies. Finally, in the last part of the
course, real applications of the advanced methods have
been illustrated. The applications range from the
evaluation of maintenance costs taking into account the
reliability and availability of equipment, to the
application of Monte Carlo Simulation for system
availability analysis and condition-based maintenance
management, to the use of regression and classification
techniques for fault detection, classification and
prognosis in industrial equipment.

The last day of the course a roundtable session has
organized aimed at sharing the course participants
practical experience on methods and applications of
RAM analysis, fault detection, diagnostics and
prognostics.

The next edition of the course fill take place at
Politecnico di Milano, Milan (ltaly) on December
2021.

ESRA Information

1. ESRA Membership

National Chapters
1 ESRA Norway

Professional Associations

1 DBI - The Danish Institute of Fire and Security
Technology Denmark
ESReDA France
IDA Risk 1 Technical Network for Risk
Assessment under the DanBbciety of Engineers
Denmark
1 KAERI (Korea Atomic Energy Research Instityte)
Korea
Machinery Reliability Institute (MRI)USA
NVRB, The Netherlands
Polish Safety & Reliability AssociatigiPoland
SINTEF AS, Norway
The Safety and Reliability Society, UK
VDI - Society Product and Process Design
Germany
1 VTT, Finland

1
1

E R ]

Companies
1 BQR Reliability Engineering Ltd Israel
1 DNV GL, Norway
1 Safetec Nordic AS, Norway
9 TNO Research, The Netherlands

Educational and Research Institutions

1T "Gheorghe Asactleisiyoflagchni ca

Romania
1 Bergische Universitat Wuppertdbermany
1 CentraleSupélec, Université Paris Sacknance
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Czech Technical University in Pragu&zech
Republic

ETH Zurich Switzerland

Federal University of Pernambuddrazil
Gdynia Maritime Universy, Poland

Grenoble Institute of Technology/Univ. Grenoble

Alpes, France
Helsinki University of TechnologyFinland
INSAT LMDC, France

Institute of Nuclear & Radiological Sciences &

Technology, Energy & Safetysreece
Institute of Sustainable Development
(INE)/ZHAW, Switzerland

La Sapienza University of Romkaly

Las Palmas de Gran Canaria Univers8pain
Leibniz Universitat HannoveGermany
Liverpool John Moores UniversityyK

Lublin University of TechnologyPoland
Luled University of Technologysweden
Lund University Sweden

Norwegian University of Science and Technology

(NTNU), Norway

Oslo University HospitalNorway
Paul Scherrer InstituSwitzerland
Politecnico di Milang Italy
Politecnico di Toringltaly
SUPMECA France

Technical University bDelft, The Netherlands

Technische Universitat MincheGermany
Technological University Dublinreland
TU Twente The Netherlands

UIT The Arctic University of NorwayNorway

Universidade de Lisbg&ortugal
Universidade NOVA de LisboaFCT, Portug
Universitat Politécnica de Valéncia, &p
Université d'AngersFrance

Université de LorraingFrance

Université de MonsBelgium

al

Université de Pau et des Pays de I'Ad&uance
Universite de Technologie de Compiegnegrfae

Université de Technologie de s, Frace
Université Gustave EiffeFrance
Université Libre de Bruxelles,dgium
University of AberdeenUK

University of Alicante Spain

University of Bolognaltaly

University of Central Lancashir&K
University of DefenceCzech Republic
Universityof Groningen The Netherlands
University of HuddersfieldUK

University of KasselGermany

University of Liverpoo) UK

University of Ljubljana Slovenia
University of Maryland USA

University of Natural Resources and Applied Life

Sciences, Viennaustria
University of NottinghamUK
University of SouthamptqrK
University of StavangeiNorway
University of StrathclydeUK
University of the AegearGreece
University of Zilnig Slovakia

VUGhB Technical Univ of OstravaCzech Republic

WMU, Sweden
Wrocgaw University
SciencePoland
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1.5 Associate Members

2. ESRA Officers

Chairman
Mar k o inakp.cepin@fe.udi.si)
University of Ljubljana, Slovenia

Vice-Chairman
Luca Podofillini {uca.podofillini@psi.ch
Paul Scherrer Instit (PSI), Switzerland

General Secretary
Roger Flage (roger.flage@uis.no)
University of Stavanger, Norway

Treasurer
Stefan Bracke (bracke@uwniuppertal.de)
University of Wuppertal, Germany

Past Chairman
Terje Aven(terje.aven@uis.no
University of Stavange Norway

Chairmen of the Standing Committees
Antoine Grall, University of Technology of Troyes, France
C. Guedes Soares, Instituto Superior Técnico, Portugal

3. Standing Committees

3.1 Conference Standing Committee

Chairman: A. Grall, University of Tech. of Troyes, France
The aim of this committee is to establish the general policy
and format for the ESREL Conferences, building on the
experience of past conferences, and to support the
preparation of ongoing conferences. The members are one
leading organiser in each of the ESREL Conferences.

3.2 Publications Standing Committee

Chairman: C. Guedes Soares, Instituto Superior Técnico,
Portugal

This committee has the responsibility of interfacing with
Publishers for the publication of Conference and Workshop
proceedings, of interfacing with Reliability Engineering and
System Safety, the ESRA Technical Journal, and of
producing the ESRA Newsletter.

4. Technical Committees Methodologies

4.1 Accident and Incident modelling
Chairman: Stig Johnsen, Norway & Nicdaltrinieri,
Norway
E-mail: Stig.0.Johnsen@sintef.no;
nicola.paltrinieri@ntnu.no

4.2 Economic Analysis in Risk Management
Chairman: Eirik B. Abrahamsen, Norway
E-mail: eirik.b.abrahamsen@uis.no

4.3 Foundation of risk and reliability assessment
and management
Chairman: Terje Aven, Norway & Enrico Zitaly
E-mail: terje.aven@uis.no; enrico.zig@limi.it

4.4 Human Factors and Human Reliability
Chairman: Luca Podofillini, Switzerland & Chiara
Leva, Irelam
E-mail: luca.podofillini@psi.ch;
mariachiara.leva@TUDublin.ie

4.5 Maintenance Modelling and Applications
Chairman: Christophe Bérenguer, France & Mitra
Fouladirad, France
E-mail: christophe.berenguer@grenciie.fr;
mitra.fouladirad@utt.fr
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4.6 Mathematical Methods in Reliability and
Safety
Chairman: John Andrews, UK & Nicolae Brinzei,
France
E-mail: John.Andrews@nottingham.ac.uk;
nicolae.brinzei@unilorraine.fr

4.7 Prognostics and System Health Management
Chairman: Piero Baraldi, Italy & Enrico @jltaly
E-mail: piero.baraldi@polimi.it; enrico.zio@limi.it

4.8 Resilience Engineering
Chairman: lvonne Herrera, Norway & Eric Rigaud,
France
E-mail: lvonne.A.Herrera@sintef.no;
eric.rigaud@mineparistech.fr

4.9 Risk Assessment
Chairman: Marko Cepi, Slovenia & Henrik Hassel,
Sweden
E-mail: marko.cepin@fe.uHj.si;
henrik.hassel@risk.Ith.se

4.10 Risk Management
Chairman: Lesley Walls, UK & David Valis, Czech
Republic & Marcelo Hazin, Brazil
E-mail: lesley@mansci.strath.ac.uk;
david.valis@unob.canarcelohazin@gmail.com

4.11 Simulation for Safety and Reliability Analysis
Chairman: Nicola Pedroni, France & Edoardo Patelli,
UK
E-mail: nicola.pedroni@ecp.fr;
edoardo.patelli@strath.ac.uk

4.12 Structural Reliability
Chairman: Jana Markova, Czech Republic & Martin
Krejsa, Czech Republic
E-mail: jana.markova@klok.cvut.cz;
martin.krejsa@vsb.cz

4.13 System Reliability
Chairman: Gregory Levitin, Israel & Serkan Eryilmaz,
Turkey
E-mail: gregory.leviti@iec.co.il;
serkan.eryilmaz@atilim.edu.tr

4.14 Uncertainty analysis
Chairman: Emanuele Borgonovo, Italy & Roger Flage,
Norway
E-mail: emanuele.borgonovo@unibocconi.it;

roger.flage@uis.no

4.15 Innovative Computing Technologies in
Reliability and Safety
Chairman: Radim Bris, Z&ch Republic
E-mail: radim.bris@vsb.cz

4.16 Organizational factors and safety culture
Chairman: Marja Yl6nen, Finland & Trond Kongsvik,
Norway
E-mall: Marja.ylonen@vtt.fi Trond.kongsvik@ntnu.no

Application Areas - Technological Sectors

4.17 Aeronautics and Aerospace
Chairman: Darren Prescott, UK
E-mail: daren.prescott@nottingham.ac.uk

4.18 Chemical and Process Industry
Chairman: Valerio Cozzani, Italy & Gabriele Landucci,
Italy & Nima Khakzad, The Netherlands
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E-mail: valerio.cozzani@unibo.it;
gabriele.landucci@unipi.it; nkhakzad@gmail.com

4.19 Civil Engineering
Chairman: Raphael Steenbergen, The Netherlands
E-mail: raphael.steenbergen@tno.nl

4.20 Critical Infrastructures
Chairman: Giovanni Sansavini, Switzerland & Enrico
Zio, ltaly
E-mail: sansavig@ethz.ch; enrico.zip@imi.it

4.21 Energy
Chairman: Mchalis Christou, Belgium & Mahmood
Shafiee, UK
E-mail: Michalis.Christou@ec.europa.eu;
m.shafiee@kent.ac.uk

4.22 Information Technology and
Telecommunications
Chairman: Elena Zaitseva, Slovakia & Ralf Mock,
Switzerland
E-mail: elena.zaitseva@fri.uniz&;s
ralf. mock@zhaw.ch

4.23 Land Transportation
Chairman: Olga Fink, Switzerland Rierre Dersin
France
E-mail: olga.fink@ivt.baug.ethz.ch;
pierre.dersin@alstomgup.com

4.24 Manufacturing
Chairman:Eric Levrat France & Francois Peres,
France
E-mail: eric.levrat@univorraine.fr,
francois.peres@enit.fr

4.25 Maritime and Offshore technology
Chairman: Jin Wang, UK & Ingrid B. Utne, Norway &
Mario Brito, UK
E-mail: j.wang@Ijmu.ac.uk; ingrid.b.uthe@ntnu.no;
M.P.Brito@soton.ac.uk

4.26 Natural Hazards
Chairman: Pieter van Gelder, The Netherlands & Bas
Kolen, The Netherlands
E-mail: p.h.a.j.m.vangelder@tudelft.nl;
b.kolen@tudelft.nl

4.27 Nuclear Industry
Chairman:Sebastian Martorell, Spain & Francesco Di
Maio, Italy
E-mail: smartore@iqn.upv.es;
francesco.dimaio@polimi.it

4.28 Occupational Safety
Chairman: Ben Ale, The Netherlands@enserik
Reniers, Belgium
E-mail: ben.ale@xs4all.nl;
genserik.reniers@uantwerpba

4.29 Security
Chairman: Zdenek Vintr, Czech Republic & Genserik
Reniers, Belgium
E-mail: zdenek.vintr@unohzg
genserik.reniers@uantwerpba.

4.30 Healthcare and Medical Industry
Chairman:Yiliu Liu, Norway & Rasa Remenyie
Prescott UK
E-mail: yiliu.liu@ntnu.ng r.remenyte
prescott@nottingham.ac.uk

ESRA Newsletter December 2020

12


mailto:ralf.mock@zhaw.ch
mailto:pierre.dersin@alstomgroup.com
mailto:yiliu.liu@ntnu.no

